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D
isclaim

er
The G

eneral D
ata Protection Reg

ulation (G
D

PR) 
is b

road
 in scop

e, and
 successful com

p
liance 

w
ill vary b

etw
een org

anizations. This 
d

ocum
ent is p

rovid
ed

 for inform
ational 

p
urp

oses and
 should

 not b
e relied

 up
on 

as leg
al ad

vice. Please consult your ow
n 

leg
al team

 for counsel. 
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W
hat is the G

D
P

R
?

The G
eneral D

ata Protection Reg
ulation (G

D
PR) is leg

islation 
ap

p
roved

 b
y the Europ

ean U
nion (EU

) to create g
reater and 

m
ore uniform

 d
ata p

rivacy p
rotection for all EU

 resid
ents. It 

streng
thens ind

ivid
ual rig

hts and
 p

rovid
es strong

er m
easures 

for enforcing
 them

. 

The g
oals of the G

D
PR are to:

W
H

Y S
H

O
U

LD
 YO

U
 C

O
M

P
LY

?
C

om
p

lying
 w

ith the G
D

PR is g
ood

 for your b
usiness 

b
ecause it help

s you earn your b
uyers’ trust. If you 

know
 w

hen and
 how

 your b
uyers w

ant to b
e eng

ag
ed

, 
you can create exchang

es that are m
ore p

ersonal and 
m

em
orab

le, and
 reflect a resp

ect for their p
references.

A
lso, the fines for non-com

pliance are steep – up to 
4%

 of global annual revenue!

A
ct-O

n can help
 you com

p
ly w

ith the G
D

PR so you 
can avoid

 p
enalties and

 facilitate thoug
htful, inviting 

relationship
s w

ith your aud
ience. 

A
d

d
itional resources to help

 you p
rep

are are availab
le 

on our G
D

PR H
ub

.

W
H

O
 D

O
ES

 IT A
FFE

C
T

?
The G

D
PR ap

p
lies to anyone living

 in an EU
 m

em
b

er 
state, and

 any org
anization d

oing
 b

usiness w
ith them

 – 
even if that org

anization is outsid
e of the EU

. If you are 
m

arketing
 to, or tracking

 the activity of, ind
ivid

uals in 
the EU

, this leg
islation im

p
acts you.

Prep
aring

 for the G
D

PR can feel overw
helm

ing
, b

ut 
d

on’t d
esp

air – A
ct-O

n is here to help
!

G
ive EU

 citizens insight into the data collected about them
 and 

control over how
 it is used.

C
larify and sim

plify the legal expectations for businesses.

C
reate a cohesive EU

 data law
 for all m

em
ber states.

Im
prove com

pliance.

The G
D

PR rep
laces the D

ata Protection D
irective (D

PA
), and

 g
oes 

into effect M
ay 25, 2018. M

ore inform
ation is availab

le on the EU
 

G
D

PR Portal.
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C
R

E
AT

IN
G

 A
N

D
 U

S
IN

G
 P

R
IV

A
C

Y 
P

O
LIC

IES
The G

D
PR rules g

overning
 p

rivacy p
olicies are m

ore d
etailed

 than the 
ones estab

lished
 b

y the D
PA

, b
ut they essentially b

oil d
ow

n to this: 
O

rg
anizations need

 to m
ake sure their p

rivacy p
olicies are und

erstand
ab

le 
and

 availab
le.

M
ore sp

ecifically, the inform
ation m

ust b
e:

• 
C

oncise, transp
arent, intellig

ib
le and

 easily accessib
le

• 
W

ritten in clear and
 p

lain lang
uag

e, p
articularly if ad

d
ressed

 to a 
child

• 
Free of charg

e

The U
K

’s Inform
ation C

om
m

issioner’s O
ffice p

ub
lished

 g
uid

elines on w
hat 

should
 you includ

e in your p
rivacy notice.

O
rganizations are required to link to their privacy policy on every 

form
. 

W
hen they ob

tain d
ata from

 other sources, such as third
-p

arty d
ata 

p
rovid

ers, they m
ust also p

rovid
e ad

d
itional inform

ation ab
out the d

ata 
and

 its source.

M
anag

ing
 C

onsent 
w

ith A
ct-O

n
The G

D
PR has sig

nificantly narrow
ed

 the d
efinition 

of consent. Im
p

licit or “op
t-out” consent is no long

er 
sufficient. A

ll ind
ivid

uals m
ust now

 p
rovid

e consent 
throug

h a “statem
ent or clear affirm

ative action.”

C
onsent m

ust also b
e “freely g

iven, sp
ecific, inform

ed
 and 

unam
b

ig
uous.” This m

eans ind
ivid

uals need
 to know

 how
 

their p
ersonal d

ata w
ill b

e used
 b

efore any p
rocessing

 of 
the d

ata can take p
lace.

A
nd

 since p
eop

le’s feeling
s ab

out their d
ata and

 how
 it’s 

used
 can vary over tim

e, the G
D

PR req
uires org

anizations 
to m

ake it easy for ind
ivid

uals to chang
e their p

references, 
w

ithd
raw

 consent, or b
e rem

oved
 from

 your d
atab

ase 
entirely. 

The rem
aind

er of this d
ocum

ents p
rovid

es instructions 
for using

 A
ct-O

n to com
p

ly w
ith various asp

ects of the 
G

D
PR’s consent req

uirem
ents. 

A
s you w

ork throug
h them

, keep
 in m

ind
 that if you 

currently use a M
aster List, you only need

 to com
p

lete 
the list m

od
ifications for your M

aster List. If you are using 
m

ultip
le lists, you need

 to com
p

lete the list m
od

ifications 
for each list in your A

ct-O
n instance.

W
e recom

m
end

 consolid
ating

 your lists to rem
ove these 

red
und

ancies.
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C
ap

tu
ring

 C
onsent 

for W
eb

 T
racking

 
A

ct-O
n g

ives you the ab
ility to 

track and
 analyze an ind

ivid
ual’s 

w
eb

 activity. U
nd

er the G
D

PR, 
how

ever, you m
ust g

ive ind
ivid

uals 
the op

p
ortunity to op

t-out of b
eing 

tracked
. A

ct-O
n m

akes this easy. 

N
O

TE: If you have alread
y 

im
p

lem
ented

 the tracking
 cod

e 
on your w

eb
site, you w

ill need
 to 

rep
lace it w

ith the new
 version you 

receive.  (See screenshot b
elow

.)

Enab
ling

 W
eb

 T
racking

 C
onsent  

(A
d

m
in U

ser req
u

ired
)

1. 
In the left-hand

 nav in A
ct-O

n, C
lick Setting

s >
 O

ther Setting
s >

 
B

eacon Setting
s.

2. C
lick the “C

hang
e” b

utton, then select “O
p

t-In w
ith O

p
t-O

ut.”  
(See screenshot b

elow
.)U

sing
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C
ap

tu
ring

 C
onsent 

throu
g

h D
ou

b
le O

p
t-In

The G
D

PR m
and

ates that b
efore you can 

m
arket to your contacts, you need

 to g
et 

their p
erm

ission throug
h a “closed

-loop
” or 

“d
oub

le” op
t-in p

rocess. 

In this p
rocess, contacts initially p

rovid
e 

their consent throug
h a form

 they com
p

lete 
on your w

eb
site. They then receive an op

t-
in confirm

ation em
ail, and

 confirm
 their 

consent b
y clicking

 throug
h a link. The 

G
D

PR also req
uires you to b

e ab
le to show

 
p

roof of consent for all the contacts you 
m

arket to. 

W
ith A

ct-O
n, you can easily create a d

oub
le 

op
t-in p

rocess, and
 then filter your M

aster 
List to confirm

 your contacts have p
rovid

ed 
the ap

p
rop

riate consent.

STEP 1 
O

n the form
 you w

ant to use for cap
turing 

consent, ad
d

 a “C
om

b
o Field

” checkb
ox to 

cap
ture the op

t-in.

STEP 3 
Save your form

, then em
b

ed
 it on the d

esired 
w

eb
 p

ag
e or land

ing
 p

ag
e.

STEP 2 
Insert a “Rich Text” b

lock to link to your 
p

rivacy p
olicy

N
O

TE: If you’d
 rather not create your 

ow
n form

, A
ct-O

n p
rovid

es a G
D

PR 
Privacy Policy C

onsent tem
p

late. 
From

 the left nav, click on C
ontent 

>
 C

atalog
 >

 Form
s, then search for 

“G
D

PR Privacy Policy C
onsent.”

C
reate a D

ou
b

le O
p

t-In Form
The first step

 in estab
lishing

 a d
oub

le op
t-in p

rocess is to create a 
d

oub
le op

t-in form
.
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C
ap

tu
ring

 
C

onsent throu
g

h 
D

ou
b

le O
p

t-In 
STEP 1 
C

reate a confirm
ation form

 for ind
ivid

uals w
ho 

op
ted

 in. This form
 should

 includ
e at least an 

em
ail verification and

 a sub
m

it b
utton.

STEP 3 
Ed

it the consent form
 you p

reviously created
 to 

includ
e a form

 resp
onse em

ail, and
 then ad

d
 a 

link in that em
ail to your new

ly created
 O

p
t-In 

C
onfirm

ation p
ag

e.

Enab
le D

ou
b

le O
p

t-In C
onfirm

ation
O

nce you’ve created
 the d

oub
le op

t-in form
, you need

 to b
uild

 the 
rem

aining
 confirm

ation p
rocess.

STEP 2 
C

reate a new
 land

ing
 p

ag
e and

 em
b

ed
 your 

confirm
ation form

, m
aking

 sure to check “Show
 

Prefilled
” w

hen ad
d

ing
 the form

.
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A
d

ju
st You

r M
aster List to S

how
 P

roof of C
onsent

O
nce you’ve estab

lished
 your d

oub
le op

t-in p
rocess, you can show

 p
roof of consent b

y d
efining 

a seg
m

ent of your M
aster List (or each of your lists) that id

entifies all contacts w
ho have b

oth 
sub

m
itted

 your O
p

t-In form
 and

 clicked
 throug

h your confirm
ation em

ail.

STEP 1
 

In your seg
m

ent, create a q
uery b

y selecting
 b

oth the O
p

t-In and
 C

onsent C
onfirm

ation form
s.

C
ap

tu
ring

 
C

onsent throu
g

h 
D

ou
b

le O
p

t-In
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M
anag

ing
 

W
ithd

raw
als from

 
You

r D
atab

ase
U

nd
er the G

D
PR, ind

ivid
uals have 

the rig
ht to not only w

ithd
raw

 their 
consent, b

ut to also w
ithd

raw
al 

them
selves from

 your d
atab

ase 
entirely. You can use A

ct-O
n to 

create this p
rocess.

STEP 1 
C

reate a new
 C

onsent W
ithd

raw
al form

 w
ith 

at least 2 field
s: an em

ail cap
ture field

 and
 a  

“C
om

b
o Field

.”

STEP 3 
G

o to your Sub
scrip

tion M
anag

em
ent p

ag
e. In the “C

ustom
er Setting

s Pag
e Introd

uction” section, ad
d

 a link to 
your C

onsent W
ithd

raw
al form

.

STEP 2 
Em

b
ed

 the form
 on a land

ing
 p

ag
e or w

eb
 p

ag
e 

d
esig

ned
 to cap

ture w
ithd

raw
al req

uests.

Enab
le W

ithd
raw

al from
 You

r D
atab

ase
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STEP 4 
In your M

aster List (or each of your lists), create a seg
m

ent for ind
ivid

uals w
ho have com

p
leted

 your C
onsent 

W
ithd

raw
al form

.

STEP 5 
A

t the end
 of each w

eek, d
elete these ind

ivid
uals’ record

s b
y g

oing
 to the Seg

m
ent M

enu and
 click on “C

lear 
Record

s.”

M
anag

ing
 

W
ithd

raw
als from

 
You

r D
atab

ase

N
O

TE: If you use m
ultip

le lists instead
 of a sing

le “M
aster List,” you need 

to create this seg
m

ent and
 then clear the record

s for each list.
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See all of A
ct-O

n’s 
aw

ards &
 accolades...

A
cclaim

 fo
r A

ct-O
n

A
ct-O

n Softw
are is the leader in adaptive m

arketing solutions that enable m
arketers to create A

daptive Journeys™
 

using custom
er behaviors, preferences and data to intelligently guide the engagem

ent strategy. W
ith A

ct-O
n, m

ar-
keters can drive better business outcom

es and see higher custom
er lifetim

e value. For m
ore inform

ation about
G

D
PR, please visit our G

D
P

R
 H

ub
 or contact g

d
p

rinq
uiry@

act-on.net

A
b

o
u

t A
ct-O

n

C
onnect w

ith us to learn m
ore

w
w

w
.act-on.com

  | @
A

ctO
nS

oftw
are

|  #
A

ctO
nSW


